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The current location to access JPAS is found at https://jpas.dsis.dod.mil/ 

In order to access the JPAS website your IT configuration has to set to enable Reverse DNS Lookup.  This is a JPAS policy and cannot be waived.  A User ID and Password from JPAS must be assigned by another Account Manager or JPAS directly.  In the event whereas JPAS must activate your account a User Account Request form must be faxed to JPAS Help Desk (703-325-1003).  For those cases whereas no other JPAS accounts have been established for your company/corporation/partnership then a Primary/Secondary JPAS Account designation letter must accompany the User Request form via fax.

JPAS helpdesk will contact the 1st user of JPAS for your organization and provide them with the User ID and Password assigned to them.  Once that takes place the active account manager will add new users to their JPAS system.

In the event that JPAS does not contact you back after your first request refax the request forms every 24-48 hours until contact is made with JPAS and your account has been activated.

1. Account Level Definitions
Account Levels

In order to establish JPAS accounts you must understand what the different levels of JPAS access are.  Those levels and access are as follows:

- Levels 1, 2, 3 and 8 are strictly for SCI security manager.  In order to be granted levels 1, 2, 3 or 8, your JCAVS record must show SCI compartments in the system.


- Levels 4, 5, 6, 7 and 10 are for Non-SCI (collateral) security managers.


- Level 4 should be designated for the HQs Corporate Security.  When the Corporate Security creates accounts for other, i.e., the Business Unit or Organization, these should be Level 5.  If they create an account for a Department, it should be for Level 6.

- Levels 8, 9 and 10 are read only levels.  No changes can be made to a record when a user logs in at these levels.

FSO’s should always have level 4 access.  

2. How to Add a New JPAS User

Presently JPAS management has made it a requirement that all personnel must have a minimum of a SECRET clearance based upon a NAC/LC investigation.

i. Log into JPAS with Manager account privileges

ii. Click on the SELECT PERSON hyperlink on the left hand side of the screen (Purple Margin)

iii. Enter the Social Security Number for the person you wish to assign a JPAS User Account to

Note:  At the very top right of this page you will see UserID:  If/when the user has a User ID assigned to them it would be displayed here (e.g. UserID: johndoe01)

iv.  Scroll down the page to the middle where you see AUTHORIZED USER LEVELS on the left hand side.

v. Select the *LEVEL pull down and indicate the JPAS level you wish to assign for the account (e.g. 4 or 5)

vi. Select the SELECT SMO button directly to the right of the *LEVEL pull down

Note:  This action will bring you to another page

vii. Enter the CAGE code for the JPAS account 

Note:  Try using the first 4 characters/digits of the CAGE code followed by an asterisk (*) for a wild card search.

viii. Select SEARCH button

Note:  If a CAGE code is found then JPAS will display them at the bottom of the screen.
ix. Select the blue hyperlink from the left hand side for the appropriate JPAS CAGE and Office Level

Note:  When you select the blue hyperlink JPAS will bring you back to the page you left in step V.

x. Verify that the SMO CAGE code you selected is shown to the right of  *SMO 

xi. Select the ACCOUNT MANAGER

xii. Select ADD/UPDATE LEVEL

Note:  Once you select the add/update level JPAS will input the SMO information into the text box that is in the center/middle of the page.

xiii. Scroll down to the bottom of the page and select the SAVE button 

Note:  Right above the SAVE button you will see three radio buttons that are ADD, MODIFY, and REMOVE.  Please be sure the radio button is selected to ADD

xiv. Once you select the SAVE button JPAS will prompt you with the new user PASSWORD.  JPAS will also assign a UserID at the top of the page.

xv. New user is completed
3. Locking/Unlocking User Accounts

Users that have MANAGER level access are authorized to unlock, reset or change passwords for other users that are within their PSM Net.

i. Log into JPAS with Manager account privileges (under your own CAGE code if you have more than one CAGE code assigned to you)

ii. Click on the SELECT PERSON hyperlink on the left hand side of the screen (Purple Margin)

iii. Enter the person’s Social Security Number (SSN) for the account in which you intend to unlock and press DISPLAY button located at the center of the page

iv. Ensure your CAGE code is displayed in the CATEGORY field
v. Scroll down with the mouse to the bottom of this page to where you see LOCK REASON

vi. Click on the bubble in front of LOCK/UNLOCK ACCOUNT for the action you desire

vii. Click on button LOCK/UNLOCK ACCOUNT

viii. Account is now unlocked

4. Reset a JPAS User Password

User’s that have MANAGER level access are authorized to unlock, reset or change passwords for other users that are within their PSM Net.

i. Log into JPAS with Manager account privileges (under your own CAGE code if you have more than one CAGE code assigned to you)

ii. Click on the SELECT PERSON hyperlink on the left hand side of the screen (Purple Margin)

iii. Enter the person’s Social Security Number (SSN) for the account in which you intend to unlock and press DISPLAY button located at the center of the page

iv. Ensure your CAGE code is displayed in the CATEGORY field

v. Scroll down with the mouse to the bottom of this page to where you see LOCK REASONS

vi. Click on the button on the left that says RESET USER PASSWORD

vii. Once you have completed the step above JPAS will launch another window that will contain a JPAS generated NEW PASSWORD for the user

5. Logging Off a User

User’s that have MANAGER level access are authorized to unlock, reset or change passwords for other users that are within their PSM Net.

i. Log into JPAS with Manager account privileges (under your own CAGE code if you have more than one CAGE code assigned to you)

ii. Click on the SELECT PERSON hyperlink on the left hand side of the screen (Purple Margin)

iii. Enter the person’s Social Security Number (SSN) for the account in which you intend to unlock and press DISPLAY button located at the center of the page

iv. Ensure your CAGE code is displayed in the CATEGORY field

v. Scroll down with the mouse to the bottom of this page to where you see LOCK REASONS

vi. Click on the button on the left that says LOG OFF USER

vii. User will be logged off and can now sign back on using their current JPAS User ID and Password

6. How to Load Personnel into PSM Net (Individual Record)
i. Log into JPAS with Level 4 or Level 5 privileges 
ii. Click on the SELECT PERSON hyperlink on the left hand side of the screen (Purple Margin)

iii. Enter the person’s SSN in the field provided in the top center of the screen

iv. Select the 3rd bubble that reads: ADD/MODIFY Non-DOD PERSONS

Note:  JPAS will automatically highlight the SSN once you select the 3rd bubble.  Since you will need to enter the SSN in a few steps it is a good idea to copy (Control + C) the SSN so you can paste the SSN later.

v. Press Display 

vi. Scroll down on the page to the bottom where you see AVAILABLE CATEGORY TYPES

vii. Select the Pull Down Arrow on the available category types and select the next available INDUSTRY category that is available.

Note:  The level of industry category has nothing to do with access levels.  When a person’s security clearance is held in more than one location (or company) each one is assigned a different category level.

viii. Select the ADD CATEGORY button on the right

Note:  This action will cause the ORGANIZATION information displayed below the category types to become blank and ready only INDUSTRY # ()

ix. Select the Pull Down Arrow under CATEGORY CLASSIFICATION  and select the appropriate person’s classification (e.g. KMP, Contractor or Consultant)

x. Select the Pull Down Arrow under SERVICE/AGENCY to DOD CONTRACTOR COMPANIES

xi. Click on the MODIFY ORGANIZATION button on the right

xii. Select the Pull Down Arrow in the center of the page that reads ORGANIZATION/SERVICING AGENCY
xiii. Select DOD CONTRACTOR COMPANIES

xiv. Input your CAGE CODE followed with an Asterisk (*) in the information block titled ORGANIZATION UIC/RUC/PASCODE/CAGE

xv. Press the SEARCH 

Note:  A successful hit would result in your CAGE code being displayed at the bottom of the page with a blue hyperlink on the left

xvi. Select the CAGE CODE (which is a blue hyperlink)

Note:  This action will place this selected CAGE CODE into the data field at the very top of the page titled SELECTED ORGANIZATION

xvii. Click OK button at the bottom of the page 

Note:  This action will bring you back to the previous screen

xviii. Click on SAVE at the bottom of the page

Note:  This action will result in the page you are looking at being refreshed.  The refreshed page will now display your CAGE code in the PERSON CATEGORY block that used to read INDUSTRY # () but now should read INDUSTRY # (CAGE CODE).

xix. Click on SAVE button at the bottom of the page
7. How to Load Personnel into PSM Net (Group)
i. Log into JPAS with Level 4 or Level 5 privileges 

ii. Select PSM Net from the left-hand menu

iii. Select Radio Button that reads “Person Categories by Organization”
iv. Select ADD button
Note:  This will cause JPAS to launch another window
v. Select “SELECT ORGANIZATION” button on the top right of the screen

Note:  This will cause JPAS to launch another window
vi. Select the pull down arrow for “Organization's Service/Agency”, select DoD CONTRACTOR COMPANIES
vii. Enter first four digits of the CAGE code followed by “ * “ under “Organization UIC/RUC/PASCODE/CAGE” section

viii. Select SEARCH

ix. Select the blue hyperlink at the bottom left-hand side that corresponds to the CAGE code you are searching for.

x. Select “OK” button
Note:  This will cause JPAS to launch another window
xi. Select the SEARCH button which will now have the CAGE code information already displayed

xii. Select “ADD ALL” at the bottom of the screen or you can select the individual record on the far right (Check Box) and then select ADD

xiii. Personnel are now in your PSM Net which is also the same as In-Processing.  Today’s date will be shown as the In-Processing date since this entry cannot be post dated.

8. In/Out Processing Personnel
i. Log into JPAS with Level 4 or Level 5 privileges 

ii. Click on the SELECT PERSON hyperlink on the left hand side of the screen (Purple Margin)

iii. Enter the person’s SSN in the field provided in the top center of the screen

iv. Click on the DISPLAY button

v. Select your CAGE code from the INDUSTRY CATEGORY pull down menu

Note:  JPAS should notify you with a pop up window that this person does not have any owning or servicing relationships and that no notifications will be sent
vi. Select the blue hyperlink in the PERSON CATEGORY section that reads IN/OUT PROCESSING.

vii. Input date for IN/OUT DATE

Note:  In dates cannot be post dated
viii. Click on the SAVE button at the bottom of the screen

Note:  This action will cause your CAGE code to be displayed at the bottom of the screen section marked VIEW/MODIFY ACTIVE RELATIONSHIPS.  You should also see an IN DATE with the same date you entered above and a relationship category of either owning or servicing depending on what you selected

ix. Press the CANCEL button

Note:  Your information has already been saved and JPAS will not allow you to save again without making changes.

9. How to Brief/Debrief Personnel 

In order to Brief or Debrief personnel from your CAGE code the subject must be in your PSM Net.
BRIEFING

i. Log into JPAS with Level 4 or Level 5 privileges 

ii. Click on the SELECT PERSON hyperlink on the left hand side of the screen (Purple Margin)

iii. Enter the person’s SSN in the field provided in the top center of the screen

iv. Click on the DISPLAY button

v. Select your CAGE code from the INDUSTRY CATEGORY pull down arrow (if subject’s clearance is held in with multiple CAGE codes)

vi. Scroll down to the bottom of this page where the purple bar runs horizontal across the page marked NON-SCI ACCESS    SCI ACCESS

vii. Under NON-SCI Access select the blue hyperlink titled INDOCTRINATE

Note:  This action will cause JPAS to launch a new page

viii. Enter the date of the Non Disclosure Agreement (NDA) if there is not one already present

ix. Enter the date of briefing for the desired level

Note:  If the subject is eligible for Top Secret but you only wish to brief to the Secret level then only enter the briefing date for Secret.

x. Press the SAVE button

Note:  This will cause JPAS to close the current window and bring you back to the PERSON SUMMARY page

xi. Verify that the subject is briefed under your CAGE code by looking under NON-SCI Access section.  The first block titled US: is for DISCO clearances.  This section should reflect the same level of briefing you just indicated. 

DEBRIEFING

i. Log into JPAS with Level 4 or Level 5 privileges 

ii. Click on the SELECT PERSON hyperlink on the left hand side of the screen (Purple Margin)

iii. Enter the person’s SSN in the field provided in the top center of the screen

iv. Click on the DISPLAY button

v. Select your CAGE code from the INDUSTRY CATEGORY pull down arrow (if subject’s clearance is held in with multiple CAGE codes)

vi. Scroll down to the bottom of this page where the purple bar runs horizontal across the page marked NON-SCI ACCESS    SCI ACCESS

vii. Under NON-SCI Access select the blue hyperlink titled DEBRIEF

Note:  If the subject has not been briefed under your CAGE code then you will not see a blue hyperlink for the debriefing section.  This action will cause JPAS to launch a new page
viii. Enter the date of debriefing
ix. Enter a reason for debriefing
x. Click on the SAVE button
10. How to Upgrade/Downgrade Clearances

Downgrade

i. Log into JPAS with Level 4 or Level 5 privileges 

ii. Click on the SELECT PERSON hyperlink on the left hand side of the screen (Purple Margin)

iii. Enter the person’s SSN in the field provided in the top center of the screen

iv. Click on the DISPLAY button

v. Select your CAGE code from the INDUSTRY CATEGORY pull down arrow (if subject’s clearance is held in with multiple CAGE codes)

vi. Scroll down to the bottom of this page where the purple bar runs horizontal across the page marked NON-SCI ACCESS    SCI ACCESS

vii. Under NON-SCI Access select the blue hyperlink titled DEBRIEF

Note:  This action will cause JPAS to launch a new page
viii. Enter DEBRIEF DATE
ix. Enter REASON FOR DEBRIEF
a. Select ADMINSTRATIVE DEBRIEF (Code C) from the pull down menu
xi. Select SAVE 
a. This action will bring you back to the PERSON SUMMARY page
xii. Scroll down to the bottom of the page and select INDOCTRINATE
xiii. Enter date of briefing for the appropriate level of clearance you desire
xiv. Select SAVE
Upgrade
i. Log into JPAS with Level 4 or Level 5 privileges 

ii. Click on the SELECT PERSON hyperlink on the left hand side of the screen (Purple Margin)

iii. Enter the person’s SSN in the field provided in the top center of the screen

iv. Click on the DISPLAY button

v. Select your CAGE code from the INDUSTRY CATEGORY pull down arrow (if subject’s clearance is held in with multiple CAGE codes)

vi. Scroll down to the bottom of this page where the purple bar runs horizontal across the page marked NON-SCI ACCESS    SCI ACCESS

vii. Select INDOCTRINATE

a. You should see a date already entered into the level of clearance the subject is currently briefed to
viii. Enter date of briefing into the appropriate higher level of access

ix. Select SAVE

a. This action will cause JPAS to refresh the page you are looking at and will show the new briefing date/level which supersedes the lower level of clearance.  You will also notice that there isn’t a date of briefing for lower clearance levels

11. How to Terminate Personnel
i. Log into JPAS with Level 4 or Level 5 privileges 

ii. Click on the SELECT PERSON hyperlink on the left hand side of the screen (Purple Margin)

iii. Enter the person’s SSN in the field provided in the top center of the screen

iv. Click on the DISPLAY button

v. Select your CAGE code from the INDUSTRY CATEGORY pull down arrow (if subject’s clearance is held in with multiple CAGE codes)

vi. Scroll down to the bottom of this page where the purple bar runs horizontal across the page marked NON-SCI ACCESS    SCI ACCESS

vii. Under NON-SCI Access select the blue hyperlink titled DEBRIEF

viii. Note:  If the subject has not been briefed under your CAGE code then you will not see a blue hyperlink for the debriefing section.  
This action will cause JPAS to launch a new page
ix. Enter the date of debriefing
x. Enter a reason for debriefing
xi. Click on the SAVE button
xii. Select the SELECT PERSON link on the left hand side (within the purple border)
xiii. Enter the person’s SSN in the field provided in the top center of the screen
xiv. Select the 3rd bubble that reads: ADD/MODIFY Non-DOD PERSONS

xv. Note:  JPAS will automatically highlight the SSN once you select the 3rd bubble.  Since you will need to enter the SSN in a few steps it is a good idea to copy (Control + C) the SSN so you can paste the SSN later.

xvi. Press Display 

xvii. Scroll down to the bottom of the screen where you see PERSON CATEGORY
xviii. Ensure that your CAGE code is shown (down select arrow to your CAGE code if it is not currently displayed
xix. Ensure SERVICE/AGENCY is entered (this is typically DoD CONTRACTOR COMPANIES)
xx. Enter a SEPARATIOIN DATE
xxi. Enter a SEPARATION CODE
xxii. Select the SAVE button
xxiii. Select MODIFY ORGANIZATION
xxiv. Click on the text box that should display your CAGE code at the top of the screen adjacent to SELECTED ORGANIZATION
xxv. Click on REMOVE
xxvi. Click on OK
NOTE: This action will cause JPAS to go back to the Add/Modify Non-DoD Person’s page

xxvii. Select SAVE
Note:  This will result in a PENDING REMOVAL for the subject within your PSM Net.  Subject will be removed from your CAGE code within 24 hours.

12. Request to Research, Reinstate or Upgrade (RRU)
One of the primary functions of the JPAS system is to process old 562 forms (via EPSQ) faster than before.  All communications with DISCO that used to be performed via 562 forms are now accomplished via an RRU for the individual.  Some of these common 562 forms were Reinstatements, Conversions, Name Changes, Concurrent and the like.

To create an RRU:

i. Log into JPAS with Level 4 or Level 5 privileges
ii. Click on the SELECT PERSON hyperlink on the left hand side of the screen (Purple Margin) 

iii. Enter the person’s SSN in the field provided in the top center of the screen

iv. Click on the DISPLAY button which brings you to the PERSON SUMMARY page

v. Select your CAGE code from the INDUSTRY CATEGORY pull down menu

vi. From the top of the PERSON SUMMARY page you will see a blue hyper link that reads “Request to Research/Upgrade Eligibility”, click on the hyperlink
NOTE:  If you do not see the RRU hyperlink stated above then you want to ensure that the subject is a member of your PSM Net.  You may need to in-process them 1st.

vii. Another window will be launched when you click the RRU hyperlink.  In the text box provided please type your actual request along with a POC and telephone number for JPAS to reach you in case of any questions.

viii. Select an ADJUDICATION TYPE

a. The first bubble would be selected in order to determine if the person is eligible for a security clearance through DISCO

b. The second bubble would be selected in order to determine if the person is currently eligible for a DISCO clearance.  Typically this is used for converting another clearance or reinstating a non DISCO clearance such as the CIA, NSA, NRO, Military and such.

c. The third bubble would be used to upgrade a person based upon an investigation that has already taken place.

ix. Central Adjudication Facility (CAF) to Receive the Request

a. Select the CAF from the pull down menu that has jurisdiction over the subject’s investigation.  Typically this will be DISCO.  Example:  For cases whereas a subject was cleared through the Air Force and is now a contractor, you would select DISCO as the CAF if you were RRU-ing to have the Air Force clearance changed to a DISCO clearance.  If the Air Force was providing accesses for your security program then you would select AFCAF as the CAF if you were RRU-ing the AFCAF to have them provide their approval for special accesses.
REPORTS
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